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This Talk

● What is a DNS Lame Delegation
● DNS Dependency "trees"
● Examples of Lame Delegations
● Tool & Demo
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DNS Delegation & Authoritative DNS Servers

Source: nslookup.io



Lame Delegations

● Defined in RFC 8499
● Put very simply: The NS responses are not correct

● Example:
○ NS answer 1:

■ example.org 86400 NS ns1.example.org.

■ example.org 86400 NS ns2.example.org.

○ NS answer 2:
■ example.org 86400 NS ns1.foo.com.

■ example.org 86400 NS ns2.foo.com.

https://datatracker.ietf.org/doc/html/rfc8499#section-7


Lame Delegations

???



Partially Lame Delegation

example.org

 a.iana-servers.net.

ns1.contoso.com

93.184.216.34

NXDOMAIN/Timeout



DNS Dependencies

a.root-servers.net.
b.root-servers.net.
c.root-servers.net.
d.root-servers.net.
e.root-servers.net.
f.root-servers.net.
g.root-servers.net.
h.root-servers.net.
i.root-servers.net.
j.root-servers.net.
k.root-servers.net.
l.root-servers.net.

m.root-servers.net.

a0.org.afilias-nst.info.
a2.org.afilias-nst.info.
b0.org.afilias-nst.org.
b2.org.afilias-nst.org.
c0.org.afilias-nst.info.
d0.org.afilias-nst.org.

a.iana-servers.net.
b.iana-servers.net.

. (root) org. example.org



DNS Dependencies

● Nameservers
○ Root Nameservers
○ TLD Nameservers
○ Chain of delegating Nameservers
○ Authoritative Nameservers

● IP Addresses for every nameservers
● Recursive Dependencies for every parent domain used by all Nameservers



DNS Dependencies

. (root) org. example.org

root-servers.net

[a-m].root-servers.net

net gtld-servers.net av[1-4].nstld.com

nstld.comcom[a-m].gtld-servers.net



WARNING



DNS Dependencies

. (root) org.
example.org

root-servers.net

[a-m].root-servers.net

net

gtld-servers.net

av[1-4].nstld.com

nstld.com

com

[a-m].gtld-servers.net

[a-d][0-2].org.afilias-nst.[info|org]

org.afilias-nst.orgorg.afilias-nst.info

afilias-nst.org[a-d]0.dig.afilias-nst.info

dig.afilias-nst.infoafilias-nst.info

[a-d][0-2].info.afilias-nst.[info|org]

info.afilias-nst.org

info.afilias-nst.info

[a-c].iana-servers.net

iana-servers.net
ns.icann.org

icann.org

[a-c].icann-servers.net

icann-servers.net

info



Identifying Authoritative Responses



Manually Recursive Resolving a Domain









An Alternate Route?



What can we do about this?

● Continuously monitor for changes in your domains and DNS dependencies
○ Make it automatic!

● If the problem is upstream of you, then notify the network operators
● Setup your DNS infrastructure to have fewer dependencies

○ As few NS or CNAME chains as possible



Tool: Broken DNS

https://github.com/lanrat/broken-dns

● Enumerates DNS dependency tree
● Tests all possible servers along resolution paths
● Fast!
● Can alert on:

○ Lame Delegations
○ Unexpected NS in answers
○ Any hidden problems anywhere in the dependency tree
○ Authoritative NS providing different answers

https://github.com/lanrat/broken-dns


Demo Time!





Can we take over 
shmoocon.org?













A note on ccTLDs



Demo Time!



FIN

https://github.com/lanrat/broken-dns
https://dns.coffee

ian@ian.do

https://github.com/lanrat/broken-dns
https://dns.coffee

